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Ertinedo cuvdeopou dbedopevwy

2ToyoL:
% Katavonon Twv UmnNpecLWY TTOU TIPOOPEPEL TO
entinedo cuvOECOU SEOOUEVWV:
= Avixveuon kat 510pBwaon cpaApdtwy
= Kowvn xprion StaUAwv emkowvwviag, ToAAATAn
npoofoon.
" AteuBuvolodotnon oto emninedo cuvdETOU.
= Toruka &iktua: Ethernet, VLANSs
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Link layer: ELoaywyn

opoldoyla:
+ hosts and routers: nodes (koppol)

+ AlauAol erkovwviag ou
oUVOEOUV YELTOVIKOUC KOUBOUC:
links (cuvbeopol)

= wired links (evoupuartol)
= wireless links (acUppatol)
= | ANs (Tomka diktua

< [laketo erutedovu 2: frame
(mAailolo), evOUAaKwVEL Eva
datagram

data-link layer has responsibility of
transferring datagram from one node
to physically adjacent node over a link
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Link layer untnpeoieg

« Anulovpyia mAatoiou, mpooBaon otov cUVOECLO:
= EvOuAdkwon tou datagram oe €va frame,mpooBnikn
eTikepaAidog
= [lpooBaon otov obvéeouo KOLVAC Xprionc.
= H 8evBuvon “MAC” ypnowuomoteitot otic kepaiiSec Twv
mAaLolwV yLa va TpoobLopioouV TNV POoEAEUON KL TOV

TPOOPLOO.
e H &LevBuvon MAC eival dtadopetikni amno tnv dtevBuvon IP!
+ Aélomiotn uetapopa puetaévu yetrtvialoviwy kouBwv.
= MeAetnOnke oto mponyoupevo Kepalalo.

= XpNOLUOTIOLE(TAL OTIAVLOL OE CUVOECHOUG UE ULKPO TTOOOOTO
opaApATWV.

= AcUppatec cuvdEoelc €xouv UPNAO puBLLO ohaApATWV.
o F:Nati ypetaletatl aélomiotia kot oto ertintedo 27
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Link layer untnpeotec (ouvey.)

+ flow control (€Aeyxoc ponc):

= [Ipoocoppoyn oTLg TaxUTNTEC LETAEY ammooTEANOVTA KOl
Aoppavovta koppou.

error detection (aviyveuon cpaAuatwy):

= YhaApoata tpokalouvtal oo tnv e€aoBEvnon Tou OHUATOC Kol
Bopupo.

= O nmapaAnTTNG AVLXVEVEL TNV Tapoucia opaApATwWVY:
® JTEAVEL OO OTOV OMTOCTOAEQ yLa eTtavAANP N amooTtoAn g Ko
armopplnteL to mAaioLo.
error correction( 6t0pBwon ocpauatwy):

= O napaARmTng avixvevel kat SopBwvel AavBaoueva Ppndla ywplc
va anatteital emovainydn tng amootoAnc.

half-duplex and full-duplex

= Me half duplex, kat ot 0o k6pBoL prmopolv va 6TEAVOUV
dedopéva aAAd 0L TauTOXPOVAL.
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NNou vAoroteital To link layer?

% 2€ KABe umoAoylotn i dktuakn
OUOKEUN.

+ To link layer vAormolteital otov
«mpooapuoyea-adaptor» (
network interface card NIC) ) o€
Eval OAOKANPWLEVO.

+ Ethernet card, 802.11 card;
Ethernet chipset

= YMormotei kat to link layer kot to
duowko eninedo (physical layer)

= Juvdéetal otoug StaUAouc Tou
UTTOAOYLOTN.

=  E{val ouvbuaopnoc hardware,
software, firmware

L)

memory

link
hysical

e 19

contioller

physical

'_tr.a.nsn'l.sston -

\

™ host
bus
(e.g., PCI)

v

network adapter

card
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Emikowvwvia mpocopuoyEwWVY

dataérjiﬁl | | datagram |
L, [,
sending|host receiving|host
—
I
frame
% AmootéA\ovoa MAsUPA: % Nappavouoa mAevpad
= EvBuAakwvel datagram = EAgyxeL yla opaAparta,
oe frame EVNUEPWVEL yLA pOI), KATT.
" npooBetel Pnodia ya = E¢dyel to datagram, ko
gAeyxo oPOoApATWY, 10 TtPowWOEL 0TO AVWTEPO
pUBULlEL TNV poN KATL. eninedo.
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Link layer, LANs: outline

5.1 introduction, services 5.5 link virtualization:

5.2 error detection, MPLS
correction 5.6 data center
5.3 multiple access networking
protocols 5.7 a day in the life of a
54 LANs web request
= addressing, ARP
= Ethernet
= switches

= VLANS
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Avixveuon ZPaApatwy

EDC= Error Detection and Correction bits (redundancy)
D = Data protected by error checking, may include header fields

* Error detection not 100% reliable!
« protocol may miss some errors, but rarely
« larger EDC field yields better detection and correction

| datagram I | datagram I

otherwiseI

detected
error

<+d diata bits— '
| D | EDC I D' EDC'

— () bit-error prone link {}—
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EAgyxog ootipiag

Aiodiaararn I1ooTiuiq:;
<+ AVIXVEUEI Kal 010pBwvel aPAAUATA EVOC

looTiuia evoc bit:
« AVIXVEUEI opaAuara
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Internet checksum (review)

goal: detect “errors” (e.g., flipped bits) in transmitted packet
(note: used at transport layer only)

sender: receiver:

% treat segment contents + compute checksum of
as sequence of 16-bit received segment
Integers , + check if computed

+ checksum: addition $I S checksum equals checksum
complement sum) o field value:
segment contents = NO - error detected

+ sender puts checksum = YES - no error detected.
value into UDP But maybe errors
checksum field nonetheless?
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Cyclic redundancy check

>

more powerful error-detection coding
view data bits, D, as a binary number
choose r+1| bit pattern (generator), G

goal: choose r CRC bits, R, such that
= <D,R> exactly divisible by G (modulo 2)

" receiver knows G, divides <D,R> by G. If non-zero remainder:
error detected!

= can detect all burst errors less than r+1 bits

widely used in practice (Ethernet, 802.1 | WiFi, ATM)

+«——d bits »<+— r bits —>
bit
| D: data bits to be sent‘ R:CRC bitsl pattern
w mathematical
D*2" XOR R formula
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CRC example

| ¢ | 101011
want: 1001/101110000
D2" XOR R = nG 1001 \
. 10 1
equivalently: 000 D
D-2" = nG XOR R 1010
equivalently: Lo ? :: 5
if we divide D-2" by 000
G, want remainder R 1100
to satisfy: 100 1
1010
. 100 1
R:remainder[DT2Ir 011
R
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AlevBuvon MAC and ARP

% 32-bit dtevBuvon IP :
" AtevBuvon enutedou SIKTUOU.
% AtevBuvon MAC (n LAN n physical ) Ethernet):

" XpnOlUOTTOLEITAL TOTTLKA VL0 VO LETAPEPEL EVA TTAXLOLO OTTO
eva interface o€ eva aAdo puaika cuvdedbeuevo interface
(oto ibto biktuo, ooov aopa tnv dteuBuvon IP

= AteUBuvon 48 bit (yia tnv mAstoyndio twv LAN)
gyypapupevn otnv ROM tou npocappoyea diktuou (o€
LLEPLKEC TIEPUITTWOELC UTTOPEL VAL OPLOTEL LECW AOYLOULKOU)
= e.g.: 1X-2F-BB-76-09-AD
Aekaefadikoc (base 16) cupBoOALOUOC
(k&Be “ocUpPolo” avtutpoowrevel 4 represents 4 bits)
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AlevBuvoelc LAN and ARP

KaBe mpooappoyEaC o€ Eva TOTILKO SLKTUO
£XEL pLa povadikn dtevBuvon MAC(LAN)

“%_

+—1A-2F-BB-76-09-AD

%

T

71-65-F7-2B-08-53

—q | | adapter
T

58-23-D7-FA-20-B0O
“— 0C-C4-11-6F-E3-98

<
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AleuBuvoelg LAN (rteplocotepal)

» Tig dtevBuvoelc MAC tic duaxelpiletan to IEEE

% OLKOATAOKEVAOTEC ayopalouv Eva eUpoc SleuBuvoewv
MAC ( yia vat StaopaAlotel n povadikotnta)
% avaloylo:
= MAC: t0 AMKA
= |P: n taxudpoukn dtevBuvon
+» MAC address = dopntotnta

= MmopoUuE va LETADEPOUPE pLa KApTa SLKTUoU oo Siktuo og
aAAo.

IP address dev eivatl popntn

= H &LevBuvon e€aptatal amo to UoSiKTUO OTO OToLo ELHAOTE
ouvdedepevol.

)
*

L)

*
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ARP: address resolution protocol
MpwtokoAAo emiduonc 6tevBuvonc

Question: how to determine
Interface’s MAC address,
knowing its IP address?

gﬁ 137.196.7.78
\g‘

<+1A-2F-BB-76-09-AD

137.196.7.23

’

e

137.196.7.14

v
71-65-F7-2B-08-53
58-23-D7-FA-20-B0O

<+—(0C-C4-11-6F-E3-98
137.196.7.88 —.

i

ARP table: each IP node (host,
router) on LAN has table

= |P/MAC address

mappings for some LAN
nodes:

< IP address; MAC address; TTL>

= TTL (Time To Live): time
after which address
mapping will be
forgotten (typically 20
min)
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[MpwtokoAAo ARP : oto 1dto LAN

«» A wants to send datagram

toB
= B’ s MAC address notinA’s + A caches (saves) IP-to-
ARP table. MAC address pair in its
+ A broadcasts ARP query ARP table until
packet, containing B's IP information becomes old
address (times out)
» dest MAC address = FF-FF- = soft state: information that
FF-EF-EF-FF times out (goes away)
= all nodes on LAN receive unle‘s‘s refreshed .,
ARP query « ARPis plug-and-play :
+ B receives ARP packet, = nodes create their ARP
replies to A with its (B's) tables without intervention
MAC address from net administrator

= frame sentto A’ s MAC
address (unicast)
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Addressing: dpouoAovnon os aAAo LAN

walkthrough: send datagram from Ato Bvia R
* focus on addressing — at IP (datagram) and MAC layer (frame)
= assume A knows B’ s IP address
= assume A knows IP address of first hop router, R (how?)
= assume A knows R’ s MAC address (how?)

111.111.111.111
74-29-9C-E8-FF-55

222.222.222.222
T 49-BD-D2-C7-56-2A

222.222.222.220
1A-23-F9-CD-06-9B

111.111.111.112 111.111.111.110 222.922.222.221
CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F
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Addressing: dpouoAovnon o aAAo LAN

« A creates IP datagram with IP source A, destination B

« A creates link-layer frame with R's MAC address as dest, frame

contains A-to-B IP datagram

MAC src: 74-29-9C-E8-FF-55
MAC dest: E6-E9-00-17-BB-4B

IPsrc: 111.111.111.111

IP dest: 222.222.222.222

IP
Eth
Phy
111.111.111.111 gy
74-29-9C-E8-FF-55 f
222.222.222.220
1A-23-F9-CD-06-9B
\‘g‘\*ﬂ
111.111.111.112 111.111.111.110
CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B

222.222.222.222
49-BD-D2-C7-56-2A

222.922.222.221
88-B2-2F-54-1A-0F
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Addressing: dpouoAovnon o aAAo LAN

< frame sent from Ato R

« frame received at R, datagram removed, passed up to IP

MAC src: 74-29-9C-E8-FF-55
MAC dest: E6-E9-00-17-BB-4B

IPsrc: 111.111.111.111

IP dest: 2P2spe21222324311.111

IP dest: 222.222.222.222

IP 1P
Eth Eth
Phy Phy
i
111.111.111.111 < — ]222 .
74-29-9C-E8-FF-55 t 49-BD-D2-C7-56-2A
222 .222.222.220
1A-23-F9-CD-06-9B
111.111.111.112 111.111.111.110 222.322.222.221
CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F
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Addressing: dpouoAovnon o aAAo LAN

« R forwards datagram with IP source A, destination B

+ R creates link-layer frame with B's MAC address as dest, frame
contains A-to-B IP datagram

MAC src: 1A-23-F9-CD-06-9B
MAC dest: 49-BD-D2-C7-56-2A

IPsrc: 111.111.111.111
IP dest: 222.222.222.222

IP
IP Eth
Eth Phy
Phy 7

222.222.222.222
49-BD-D2-C7-56-2A

111.111.111.111
74-29-9C-E8-FF-55

f

222.222.222.220
1A-23-F9-CD-06-9B

111.111.111.112 111.111.111.110 222.922.222.221
CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F
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Addressing: dpouoAovnon o aAAo LAN

« R forwards datagram with IP source A, destination B

+ R creates link-layer frame with B's MAC address as dest, frame
contains A-to-B IP datagram

MAC src: 1A-23-F9-CD-06-9B
MAC dest: 49-BD-D2-C7-56-2A

IPsrc: 111.111.111.111
IP dest: 222.222.222.222

IP
IP Eth
Eth Phy
Phy 7

222.222.222.222
49-BD-D2-C7-56-2A

111.111.111.111
74-29-9C-E8-FF-55

f

222.222.222.220
1A-23-F9-CD-06-9B

111.111.111.112 111.111.111.110 222.922.222.221
CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F
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Addressing: dpouoAovnon o aAAo LAN

« R forwards datagram with IP source A, destination B

+ R creates link-layer frame with B's MAC address as dest, frame
contains A-to-B IP datagram
MAC src: 1A-23-F9-CD-06-9B
MAC dest: 49-BD-D2-C7-56-2A

IP src: 111.111.111.111
IP dest: 222.222.222.222

222.222.222.222
49-BD-D2-C7-56-2A

111.111.111.111
74-29-9C-E8-FF-55

f

222.222.222.220
1A-23-F9-CD-06-9B
111.111.111.112 111.111.111.110 222.922.222.221

CC-49-DE-D0-AB-7D E6-E9-00-17-BB-4B 88-B2-2F-54-1A-0F
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Ethernet frame structure

sending adapter encapsulates IP datagram (or other
network layer protocol packet) in Ethernet frame
type

|
dest. | source data
preamble |address I (payload)

preamble:

« 7 bytes with pattern 10101010 followed by one
byte with pattern 10101011

» used to synchronize receiver, sender clock rates
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Ethernet frame structure (more)

« addresses: 6 byte source, destination MAC addresses

= if adapter receives frame with matching destination
address, or with broadcast address (e.g. ARP packet), it
passes data in frame to network layer protocol

= otherwise, adapter discards frame

+ type:indicates higher layer protocol (mostly IP but
others possible, e.g., Novell IPX, AppleTalk)

% CRC: cyclic redundancy check at receiver
= error detected: frame is dropped

type
|
dest.
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Ethernet switch

« link-layer device: takes an active role
= store, forward Ethernet frames

= examine incoming frame’ s MAC address,
selectively forward frame to one-or-more
outgoing links when frame is to be forwarded on
segment, uses CSMA/CD to access segment

« transparent

" hosts are unaware of presence of switches
« plug-and-play, self-learning

= switches do not need to be configured
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Switch: multiple simultaneous transmissions

K/
0’0

hosts have dedicated, direct
connection to switch

switches buffer packets

Ethernet protocol used on each
incoming link, but no collisions;
full duplex

®» each link is its own collision
domain

switching: A-to-A’ and B-to-B’
can transmit simultaneously,

without collisions switch with six interfaces
(1,2,3,4,5,6)
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Switch forwarding table

g

Q: how does switch know A’
reachable via interface 4, B’
reachable via interface 5?

C
. s i‘
% A: each switch has a switch ==t

table, each entry: -
» (MAC address of host, interface %%

to reach host, time stamp) B’
= |ooks like a routing table!

Q: how are entries created, switch with six interfaces
maintained in switch table? (1,2,3,4,5,6)

" something like a routing
protocol?
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Dest: A’

Switch: self-learning Vs

< switch learns which hosts
can be reached through
which interfaces

= when frame received,
switch “learns”
location of sender:
incoming LAN segment

= records sender/location
pair in switch table

MAC addr |interface |TTL

A 1 60 Switch table
(initially empty)
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Switches vs. routers

g

both are store-and-forward:

" routers: network-layer
devices (examine network-
layer headers)

= switches: link-layer devices
(examine link-layer
headers)

both have forwarding tables:

" routers: compute tables
using routing algorithms, IP
addresses

" switches: learn forwarding

table using flooding,
learning, MAC addresses

application

ansport

| datagram | hetwork

frame

link
vhysical link | frame
hysical
switch
nej datagram
2> Ink | frame |
physical
pplication
transport
network

link

e
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Synthesis: a day in the life of a web request

« journey down protocol stack complete!
= application, transport, network, link
+ putting-it-all-together: synthesis!

" goal: identify, review, understand protocols (at all
layers) involved in seemingly simple scenario:
requesting www page

" scenario: student attaches laptop to campus network,
requests/receives www.google.com
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A day in the life: scenario

browser

web page

Google

oo
Gaogle Search fm Fesling Lucky e W

\
J
Advertsing Programs - Busess Sosors - About Google
- preny . ’
Q )
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A dax in the life... connecting to the Internet

DHCP
UbDP
| IP
Eth

[ [DHCP
[ [DHCP

" lonce] |

Phy

route
(runs DHCP)

» connecting laptop needs to

get its own IP address, addr
of first-hop router, addr of
DNS server: use DHCP

- DHCP request encapsulated

/7
L X4

in UDP, encapsulated in /P,
encapsulated in 802.3
Ethernet

Ethernet frame broadcast
(dest: FFFFFFFFFFFF) on LAN,
received at router running
DHCP server

Ethernet demuxed to IP
demuxed to UDP, demuxed
to DHCP
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A day in the life... connecting to the Internet

DHCP
UDP
IP

Eth

" lorce] |

| [ [CIonce

route
(runs DHCP)

DHCP server formulates
DHCP ACK containing
client’ s IP address, IP
address of first-hop router
for client, name & IP
address of DNS server

encapsulation at DHCP
server, frame forwarded
(switch learning) through
LAN, demultiplexing at
client

DHCP client receives DHCP
ACK reply

Client now has IP address, knows name & addr of DNS

server, IP address of its first-hop router
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A day in the life... ARP (before DNS, before HTTP)

H

.I
O (MO
Z M=z
HU)

. ARP query I

DNS

UDP

P
th
Phy

ARP

ARP

B ArRPrepy | Eth

Phy

rou
(runs DHCP)

» before sending HTTP request, need

IP address of www.google.com:
DNS

» DNS query created, encapsulated in

UDP, encapsulated in IP,
encapsulated in Eth. To send frame
to router, need MAC address of
router interface: ARP

» ARP query broadcast, received by

router, which replies with ARP
reply giving MAC address of
router interface

» client now knows MAC address

of first hop router, so can now
send frame containing DNS

query
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A day in the life... using DNS NS

server

DNS DNS
UDP
P
EEEoEnl Eth
Phy
| [ [CIons ] g

-,

rou

< |P datagram forwarded from
(runs DHCP) campus network into comcast
network, routed (tables created
by RIP, OSPF, IS-IS and/or BGP
routing protocols) to DNS server

< |P datagram containing DNS
query forwarded via LAN
switch from client to 1t hop

router demux’ ed to DNS server

DNS server replies to client
with IP address of
www.google.com

)
0’0

R/
’0

D)
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A day in the life...TCP connection carrying HTTP

HTTP
[SYNACK] | TCP
Swack] | |P
Elswackll| Eth
Phy
>
to send HTTP request, client
first opens TCP socket to
2 web server
rou TCP SYN segment (step 1 in 3-
s | TCp (runs DHCP) way handshake) inter-domain
1P routed to web server
Eth
Phy web server responds with TCP
SYNACK (step 2 in 3-way
e or handshake)
1.233.169.105 + TCP connection established!
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A day in the life... HTTP request/reply

HHTTP] HTTP —

~

mmmmmmmm

BEGE] | TCP |~

_[CnTTP]l P
EErcEEE|  Eth
Phy
HTTP
TCP
P
Eth
Phy
eb server
.233.169.105

-,

rou
(runs DHCP)

web page finally (!!!) displayed

HTTP request sent into TCP
socket

IP datagram containing HTTP
request routed to
www.google.com

web server responds with HTTP
reply (containing web page)

IP datagram containing HTTP
reply routed back to client
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